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DETAILED ACTION 

1. Claims 13-28 are pending. 

2. Amendment filed 12/22/2005 with a request for continued 
examination has been received and considered. 

Priority 

3. Receipt is acknowledged of papers submitted under 35 
U.S.C. 119 (a) -(d), which papers have been placed of record in 
the file. 

Claim Objections 

4. Claims 13-17 are objected to because of the following 
informalities: claim 13: line 4 "web-contents" should be "web- 
content"; line 5 "dynamic file" should be "dynamic files". 

Any claim not specifically address is objected to by virtue 
of its dependency. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
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the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

6. Claims 13 and 15-16 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Groshon et al (US 6351811), in view of 

Korn (US 6880083), and further in view of Blickenstaff et al (US 

5537585) . 

As per claim 13, Groshon et al discloses a public web 
server (figure 1 number 210) authentication checking, decrypting 
and sending a safe-web-file, wherein when a web visitor's 
request is received, said public-web-server computer checks said 
safe-web-file that if said safe-web-file is not altered, deleted 
or replaced, said public-web-server computer sends back said 
web-content decrypted from said safe-web-file to said web 
visitor with http or other protocol; the use of a firewall and 
the use of servers (see column 4 line 47 through column 5 line 
9) . 

Groshon et al fails to disclose encrypting the web files 
and the recovery being automatic. 

However, Korn teaches encrypting web files (see column 2 
lines 25-38) and Blickenstaff et al teaches automatic recovery 
system (see column 3 lines 22-44). 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Korn's encryption 
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and Blickenstaf f et al's automatic recovery system in the 
protection system of Scott and Groshon et al. 

Motivation to do so would have been to create a secure 
script (see Korn column 1 lines 55-58) and to provide disaster 
recovery (see column 3 lines 22-44) . 

As per claim 15, the modified Groshon et al, Korn, and 
Blickenstaff et al system discloses a real-time-check module 
used on said public-web-server computer for linking to a 
decryption module of said authentication check means to said web 
server, wherein said decryption module is able to be controlled 
by events of request received from said web visitor though http 
protocol (see Korn and Groshon as applied above) . 

As per claims 16, the modified Groshon et al, Korn, and 
Blickenstaff et al system discloses the use of symmetric key 
encryption (see Korn figure 1 number 107) . 
7. Claim 14 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Groshon et al, Korn, and 
Blickenstaff et al system as applied to claim 13 above, and 
further in view of Bianco (EP 0467239) . 

As per claim 14, the modified Groshon et al, Korn, and 
Blickenstaff et al system fails to disclose chaos encryption. 

However Bianco teaches such chaos encryption (see 
Abstract) . 
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At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use the chaos 
encryption of Bianco in the modified Groshon et al, Korn, and 
Blickenstaff et al system. 

Motivation to do so would have been to protect the files 
from unauthorized modification (see Abstract) . 

8. Claims 17-28 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Scott, Groshon et al, Bianco, and 
Blickenstaff et al system as applied to claim 1 above, further 
in view of Menezes et al (Handbook of Applied Cryptography) and 
further in view of Thomson (US 5276874). 

As per independent claims 18 and 22, the modified Groshon 
et al, Korn, and Blickenstaff et al system discloses the 
limitations as in claim 13, but fails to disclose the files 
further including a header which includes a MAC and properties 
including name, size, date, and location. 

However, Thomson teaches a header with the claimed 
properties (see column 2 lines 23-34) and Menezes et al teaches 
a MAC (see page 323) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Thomson's header in 
the modified prevention system of Groshon et al, Korn, and 
Blickenstaff et al and to include Menezes et al's MAC using the 
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Chaos encryption key as the key in Menezes et al's MAC in the 
header . 

Motivation to do so would have been to store information 
relating to a file and to ensure the integrity of the file. 

Claims 19-20, 23-24, 27 are similarly rejected as to claims 
above . 

As per claims 16-17, 25-26, Menezes discloses the use of 
DES (see page 250) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art for the encryption scheme 
to be DES. 

Motivation to do so would have been that it is recognized 
worldwide . 

As per claims 21 and 28, Menezes discloses the use of MD5 
(see page 250) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art for the MAC to be MD5 . 
Motivation to do so would have been that it has widespread use. 

Response to Arguments 

9. Applicant's arguments with respect to claims 13-28 have 
been considered but are moot in view of the new ground (s) of 
re j ection . 
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Conclusion 

10. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure. Rosenberg (US 
6363357) teaches using a MAC with header information. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 272-3875. The examiner 
can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Emmanuel Moise can be 
reached on (571) 272-3865. The fax phone number for the 
organization where this application or proceeding is assigned is* 
703-872-9306. 
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Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . 
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EMMANUEL LMOISE 
SUPERVISORY PATENT EXAMINER 




